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Third-Party
Cookies

Mobile Device

ID

User ID

Snippets of code
from external

Small data files
created by the
website you are

Cookies set by
domains other than

Unique identifiers
assigned to mobile

A unique identifier
assignhed by a
website or app to

(advertisers, data
providers).

providers).

initi domains placed on the one you are
Definition . P visiting to . J devices for tracking | track user behavior
a website to track visiting to track user .
. remember user . purposes. across sessions and
user behavior. . behavior. .
activity. devices.
. To provide
To gather user data| To improve user To track user To track and .
. . . . . consistent user
across different experience by activity across identify user . e L.
) . . . . identification,
Pu rpose websites for ad remembering user multiple sites for behavior across especially as third
targeting and preferences and targeted mobile apps and P v .
- . . . . party cookies are
analytics. login details. advertising. sites.
deprecated.
Managed b Managed b
9 g 9 g Managed by mobile
Control external parties Managed by the external parties 0S providers (e Managed by the
website owner. (advertisers, data P 9 website or app.

Apple, Google).

Data Privacy

Higher privacy
concerns due to
data sharing with
external parties.

Lower privacy
concerns, data
stays within the
website domain.

Higher privacy
concerns due to
tracking across
different websites.

Moderate privacy

concerns, users can

reset or limit
tracking.

Privacy concerns
dependent on
implementation and
user account
creation.

Subject to stricter

regulated, but still

Generally less

Subject to stricter
regulations (GDPR,

Subject to
regulations (GDPR,

Subject to privacy
regulations and

Enables precise

within the same

Enables precise

Regulations | regulations (GDPR, : _ Pt
CCPA). subject to privacy CCPA). CCPA) and sp.eslflc policies.
laws. platform policies.
I ingl t
ncreasingly Increasingly blocked Suppc?r ed by
B blocked or . Supported by websites and
rowser i Fully supported by or restricted by . o
restricted by . mobile apps and applications,
Support . all browsers. browsers (Safari, . .
PP browsers (Safari, Firefox) operating systems. independent of
Firefox). ' browsers.
Users can manage Users must be
User Often not visible or | Users can manage | Often not visible or through device aware of account
Awareness known to users. |via browser settings. known to users. settings, less visible | creation and data
in daily use. policies.
| -t
Depends on Lonaer lifesoan. u Depends on browser | Can be long-term g:nezze%:%neursn;’r
Lifespan browser settings, to1g ecar orpmc;rep settings, often but resettable by acioun t and data
often short-term. Y ’ short-term. the user. ..
policies.
Used t id
Used by advertising Used by e- Used by ad Used to target ads szrs:n‘;:ic;:d ©
Usage networks to show | commerce sites to | networks to track | within mobile apps exp eriences and
Example personalized ads on | remember items in | conversions across based on user p .
P . . . . . consistent tracking
various websites. your cart. multiple sites. behavior. .
across devices.
. Enables
Limited to data . .
Enables precise consistent

tracking and

tracking and

Privacy Impact

Transparency
(ATT) requiring
user consent.

affected by iOS

changes.

ATT requiring
user consent.

Impact on Ad cross-site website, less cross-site . L .
i tracking and ad effective for tracking and ad targeting within personalized
Targeting 9 ] i 9 ] mobile targeting across
targeting. cross-site targeting. ) )
) environments. devices and
tracking. .
sessions.
Significantly .. . Device IDs like Dependent on
i Minimal impact, g
impacted due to i Significantly IDFA are user consent
Apple iOS App Tracking as first-party impacted due to | restricted unless and privacy
cookies are not

user opts in,
impacting
tracking.

settings, similar
impact as mobile
device ID




