
Tracking
Method

Detailed
Description

Why
Relevant?

How Data
Collected

Industry
Usage Examples Challenges

Cross-Device
Cookies

Uses cookies
placed on
users'
browsers to
track their
activity across
devices.

Essential for
understanding
user behavior
across web
platforms

Cookies stored
on browsers

E-commerce,
Advertising

Google,
Facebook

Increasingly
blocked by
browsers and
privacy
regulations

Mobile Device
IDs

Unique
identifiers
(e.g., IDFA,
GAID) assigned
to mobile
devices for
tracking
purposes.

Critical for
mobile app user
tracking and ad
targeting

Device-specific
identifiers like
IDFA (Apple) and
GAID (Google)

Mobile
Advertising, App
Marketing

Apple's IDFA,
Google's GAID

User opt-out
options, changes
in privacy
policies

Email Address
Matching

Matches users
across devices
using hashed
email
addresses.

Effective for
cross-device and
cross-channel
marketing

User-provided
email addresses

E-commerce,
Cross-platform
Marketing

Customer
databases, CRM
systems

Requires user
login, potential
data
inaccuracies

Logged-in
User Data

Tracks users
when they are
logged into
their accounts
across devices.

Ensures
consistent user
identification
across
platforms

Login data and
activity on the
platform

Social Media,
Content
Platforms

Google,
Facebook,
Amazon

Requires users
to remain
logged in,
privacy concerns

IP Address
Tracking

Uses IP
addresses to
identify users
across
different
devices on the
same network.

Useful for
understanding
household
behavior

IP addresses
captured during
user sessions

Network
Analysis, Fraud
Detection

Various
analytics tools

Inaccurate for
mobile users,
shared IP
addresses

User ID

A unique
identifier
assigned by a
website or
application,
allowing
tracking of
user behavior
across multiple
sessions and
devices.

Provides
consistent user
identification,
especially as
third-party
cookies are
deprecated.

Generated by
the website or
app and stored
server-side

Personalization,
cross-device
tracking,
accurate ad
targeting

Various
platforms

Requires user
account
creation,
potential
privacy
concerns,
dependent on
server
infrastructure.

Social Login
Data

Tracks users
who log in via
social media
accounts
across
different
devices.

Leverages social
media ubiquity
for consistent
tracking

Login data from
social media
platforms

E-commerce,
Social Media
Integration

Facebook Login,
Google Sign-In

Dependence on
social media
platforms,
privacy concerns

GA4 Global
Site Tag
(gtag.js)

Implements
tracking
across multiple
devices and
platforms
using GA4.

Essential for
unified cross-
device analytics
and reporting.

GA4 tracking
code (gtag.js)
implemented on
websites and
app

Cross-Platform
Analytics, E-
commerce

Google Analytics
4

Requires
implementation
expertise,
privacy
compliance.
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